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Introduction
This paper and the session to which it relates is not intended as an exhaustive treatment of Privacy
Law in Australia, but instead attempts to alert practitioners to situations where the Privacy Act and the
Australian privacy principles may be relevant.

Privacy Principles
The Australian Privacy Act 1988 (Cth) (Privacy Act) is the pre-eminent Federal statute regulating the
collection, storage, use and disclosure of personal and sensitive information concerning individuals.
Schedule 1 of the Privacy Act contains the 13 Australian Privacy Principles (APPs) which must be
complied with in the collection and management of an individual’s personal information. They
include:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.

Open and transparent management of personal information;
Anonymity and pseudonymity;
Collection of solicited personal information;
Dealing with unsolicited personal information;
Notification of the collection of personal information;
Use or disclosure of personal information;
Direct marketing;
Cross-border disclosure of personal information;
Adoption, use or disclosure of government related identifiers;
Quality of personal information;
Security of personal information;
Access to personal information; and
Correction of personal information.

Each APP in turn has a number of sub-clauses which spell out specific obligations. Attached to this
paper as Annexure A is a copy of Privacy Fact Sheet 17 issued by the Office of the Australian
Information Commission (OAIC) which sets these out.
The APPs apply to both Commonwealth and Norfolk Island government agencies and private sector
organisations, with some exceptions such as small business operators (annual turnover less than $3M).
However, even small business operators may fall within the scope of the Privacy Act depending on
their particular business (such as health care providers or credit reporting bodies).
The APPs commenced on 14 March 2014 as part of an amendment to the Privacy Act. They
effectively converge the “Information Privacy Principles” and “National Privacy Principles” (NPPs)
which were formerly applicable to Government agencies and private organisations respectively.
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Privacy Policy
Every entity to which the Privacy Act applies, i.e. most companies and other business structures other
than certain small businesses, must have a clearly expressed and up to date privacy policy about how
that entity manages personal information. This is mandated by APP 1.3. APP 1.5 requires the policy
to be made available free of charge in an appropriate form. For this reason, most entities usually
make their privacy policies available on their websites.
As a lawyer, you may be called upon to draft a privacy policy, review a proposed privacy policy
before its adoption or, in the context of an M&A transaction, review the privacy policy for any defects
as part of due diligence. It is very important to understand the nature of the business and thus what
sort of personal information it may need to collect and how it might use that information. Over the
years I have seen many clients who simply download a privacy policy that some other entity has
adopted on its website, change the names and upload it to their website as their own. This approach is
fraught with danger as what might be relevant to one entity, may not be appropriate for another. In
reviewing the policy, you should have regard to APP 1.4 to ensure that the policy covers the required
information.

Collection of Personal Information
APP 3 requires the relevant entity to ensure that the collection of personal information is reasonably
necessary for, or directly related to, its functions or activities and that such collection is undertaken
only by lawful and fair processes. Similarly, APP 5 requires notice of the collection of such personal
information to be given to the individual concerned. The decision of ‘HW’ and Freelancer
International Pty Ltd [2015] AlCmr 86 (‘Freelancer’) handed down last year by the OAIC considered
collection issues in a commercial context. Since the APPs are still relatively new, this case was
decided in the context of the NPPs. But there is a significant degree of overlap between the old NPPs
and new APPs in respect of collection, so the case is worth considering.
The Freelancer Group, through its parent company (Freelancer International Pty Limited) and its
subsidiaries controls and operates an online marketplace with global reach that operates through a
core website, Freelancer.com, and 40 regional websites. The User Agreement for the Freelancer
website sets out the terms and conditions on which users are permitted to use the website and
Freelancer’s services. On the website employers are allowed to post work they need to be done and
anybody is able to offer quotes to complete the project. The employer is then able to award the work.
Freelancer collects the personal information of buyers and sellers when they register as users of the
website. HW had registered with the Freelancer website and was provided with an active user
account. However, HW also set up two additional ‘dummy’ user accounts on the Freelancer website
using ‘dummy’ email addresses (ones which he used for receipt of spam).
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Freelancer then suspended HW’s account and froze account funds. After issuing proof of his identity,
the suspension of his account was lifted and the funds were released. However, when Freelancer was
not satisfied with HW’s answer as to why he had an operative user account and dummy accounts, his
operative user account was suspended again. HW then posted a series of complaints, articles, blogs
and comments online disparaging Freelancer. Freelancer responded by posting a series of critical
comments online regarding HW, some of which HW argued came close to identifying him.
The findings of the OAIC speak to the importance of having a privacy policy in place. Because
Freelancer’s User Agreement and Privacy Policy did provide information to put users on notice that
access to their accounts and/or funds could be limited in the event of suspected contravention of the
Agreement’s terms and conditions, the process of collection of this information was not ‘unfair’ or
‘unreasonably intrusive’ in terms of NPP 1.2 (which is equivalent to APP 3).
However, Freelancer’s User Agreement and Privacy Policy did not specifically address the collection
of IP addresses. Because HW was not aware that Freelancer used IP addresses for purposes of cyber
security or fraud protection, the OAIC found that Freelancer had an obligation to take reasonable
steps to make users of its website aware that other metadata such as IP addresses could be collected
for risk management purposes. Consequently, Freelancer breached HW’s privacy in this respect.
This decision goes to show just how important it is for entities, and their lawyers, when drafting
privacy agreements to consider every process of collection of personal information the entity might
undertake.

Use or Disclosure
APP 6 requires that the relevant entity must not use or disclose personal information unless an
exception applies. The Freelancer case also demonstrates the important role a privacy policy can play
in the context of use and disclosure of information. In that case, because the User Agreement and
Privacy Policy made clear that Freelancer could close, suspend or limit access to a user’s account if
they carried out activities which were in contravention of the User Agreement and its associated
policies, there was found to be no breach in relation to Freelancer’s use of HW’s IP address
information.
With regard to disclosure, the Freelancer case is also instructive. Because Freelancer’s User
Agreement and Privacy Policy did not state that Freelancer customers should reasonably expect the
personal information they provide or the personal information which Freelancer collects from publicly
available sites to be published, Freelancer’s disclosure was a breach of privacy. Many other
disclosures made by Freelancer were also a breach of HW’s privacy.

P a g e |4

As previously mentioned, there are however exceptions to this principle. Interestingly, in the case of
‘EZ’ and ‘EY’ [2015] AlCmr 23, none of the use or disclosure exceptions applied. In this case, the
complainant contacted his local police station about a property dispute he was having with his
neighbours. When a police officer arrived at the complainant’s home, he found him in an overly
excited and paranoid state. He admitted to suffering from various medical conditions. The police
officer subsequently contacted the complainant’s doctor and asked whether he was psychotic. The
doctor responded that ‘it was possible but further assessment was needed.’ The complainant lodged a
privacy complaint, alleging improper disclosure of his personal information, amongst other things.
Under one of the old NPPs exceptions, an organisation was allowed to disclose personal information
to an enforcement body if they reasonably believed it was necessary for the purposes of preventing,
detecting or investigating criminal or improper conduct. In this case it was held that although the
doctor had been contacted by the police officer, a warrant had not been issued and the doctor had no
reason to believe that the complainant had been involved in criminal or improper activity.
Consequently, the doctor’s disclosure was a breach of the complainant’s privacy.
Although this is not a commercial case, it is worth considering what issues might arise if a lawyer
disclosed personal information to a police officer in similar circumstances but in the context of the
new APPs. APP 6.2(e) is closest to NPP 2.1(h). Although the new principle is less prescriptive than
the old principle, in that it does not explicitly require a reasonable belief that criminal or improper
behaviour is occurring, such a belief is still implicit in the new principle. No relevant health
exceptions applied in the case either. It is therefore likely that this case would be decided in the same
way if it concerned a lawyer, rather than a doctor.
A few principles can be distilled from the determination by the OAIC which would be helpful for
lawyers, should they find themselves in a situation like this. Firstly, they should make enquiries with
the police officer as to the nature of the circumstances that have led them to get in contact. Ask them
why they want the information. Secondly, consider whether there is a warrant or whether there are
legislative provisions that require the disclosure of personal information. Do not assume that the
police have the authority to request the information. The Privacy Commissioner in this case said it
was unfortunate that the police officer had put the doctor in this position in the first place, but this did
not change the fact that the doctor had breached the complainant’s privacy.

Privacy Due Diligence
As pointed out above, the first step in due diligence is to understand the nature of the target’s business
and, in particular, what information it might collect in the course of that business and how it might be
used. The nature of the business will also dictate the extent to which compliance with the APPs may
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be a major issue. For example, if the target is an e-commerce site marketing to individuals much like
Freelancer, using personal information to undertake marketing, then it must make that clear to
potential customers. If the target is part of an international group, then it is possible that information
will be passed to related parties off-shore and may be processed off-shore. You will then need to
ensure that there are contractual safeguards in place or the location of processing has equivalent
standards of privacy protection (see APP 8, in particular 8.1 and 8.2). Even if the target is not an
international group, it may well have entered into outsourcing arrangements, which involve
processing of information off-shore.
If the target is involved in any way with health, then additional obligations will apply. If the target is
a financial institution, there will be additional obligations relating to the provision of credit.
As part of due diligence, a lawyer would also need to review any compliance and monitoring policies
and processes, whether there have been any releases of anonymised data and to whom, whether there
has been compliance with the Spam Act and Do Not Call register and whether there have been any
breaches of privacy and how have they been handled.

Terms and Conditions of Trade
Obligations under the Privacy Act will be relevant to many agreements which involve the provision of
services. You would normally impose explicit obligations on the service provider to comply with the
APPs, as well as other related Australian legislation, such as the Spam Act, the Credit Reporting Act
and the Do Not Call Register, if applicable.

Protection
APP 11 requires the relevant entity to take reasonable steps to protect personal information from
misuse, interference and loss and unauthorised access, modification or disclosure. In an age where
data and personal information reside on computer systems, cyber security becomes extremely
important. Most would have read of examples in recent times of success by hackers in penetrating an
entity’s systems and obtaining information. A more sinister use involves an on-sale of information in
connection with identity theft. Sometimes it is simply a hacker obtaining access to passwords for
credit cards, which can result in unauthorised use of an individual’s credit card and potential financial
exposure of the individual customer or, if covered by the card issuing entity, a cost to the entity as
well as the inconvenience caused to customers in having to change passwords.
Cyber security is becoming more and more of an issue and an obligation of companies not just under
the APPs, but more generally to protect customer information, as well as to notify customers when a
breach of data security occurs. Many countries have legislated or are considering legislating, to deal
with obligations of companies in relation to breaches of data security.
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Increased Protection in the Future?
Despite the protections offered by APP 11, businesses that are subject to that principle are not subject
to a mandatory data breach notification requirement under the Privacy Act. Against this background,
on 30 November 2015, the Federal Government released an exposure draft of the Privacy Amendment
(Notification of Serious Data Breaches) Bill 2015 for public consultation. Under the provisions of the
Bill, if an entity is aware, or ought reasonably to be aware, that there has been a serious data breach,
the entity must notify each of the affected individuals and the Australian Information Commissioner.
If it is not practicable to notify each of the affected individuals, the entity is required to publish a
notice about the data breach on their website and take reasonable steps to publicise its contents. For
the purposes of the Bill, a serious data breach occurs if there is unauthorised access to or disclosure of
information and it results in a real risk of serious harm to the individuals concerned. Submissions
closed on 4 March 2016.

Australia – Cloud Computing
The rapid spread and adoption of cloud computing raises a number of issues in the privacy context:
(a)

Data including personal information about customers may be stored in the “cloud”. The
entity involved must ascertain the location of that storage and ensure that, if the cloud storage
is located outside Australia, there has been compliance with APP 8, among others.

(b)

Whilst data might be retained on an entity’s own servers located in Australia, the entity may
use SaaS (Software as a Service) where the software resides on a server outside Australia.
This may involve the relevant software interacting with the entity’s database to obtain and
process personal information. Careful analysis will be required to understand the nature of
the processing transaction and thus what, if any, additional steps need to be taken to comply
with the APPs.

(c)

Many cloud providers will provide backup services which may involve the data being
replicated in a number of data centres, which may be located in different countries or even,
for security, split and reassembled when access or processing occurs. Again, analysis of
exactly what is happening with this data is required to ensure compliance.

(d)

Most social media services are provided through a cloud based system. While the APPs will
not apply to an individual uploading personal information such as family photos or videos on
You-tube or similar, if a commercial entity takes and re-uses any of that personal information,
then care must be taken that the relevant individual’s consent has been obtained.
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For example, there are a number of services that provide automated reviews of twitter strings.
There could be circumstances where that service provides to a commercial customer details of
negative tweets, for example.
Also, retweeting may involve the dissemination of personal information contained in the
original tweet.

Big Data
New risks to privacy compliance arise with the use of advanced data mining and data analysis tools in
connection with “Big Data”. Examples have already arisen where supposedly anonymous deidentified data has been released by a government health department and subsequently re-identified so
that it became personal information.

Privacy Governance
Boards of Directors of all companies (but especially publicly listed ones) are increasingly focussed on
risk management and governance, which are important aspects of a Board’s role.
Drafting and promulgation of appropriate policies and processes are only the first step. An
appropriate privacy governance structure and adoption and application of review mechanisms are also
necessary.
The Australian Information Commissioner, Timothy Pilgrim, is firmly of the view that “responsibility
for privacy governance sits firmly with the CEO and the Board”. (Speech to IAPP ANZ, Sydney – 11
February, 2015).
A number of high profile IT security incidents (e.g. in early February last year, it was reported that the
Anthem health insurance data breach in the US resulted in the personal information of 80 million
customers being unencrypted and vulnerable to unauthorised access), which can have a great impact
on business continuity and a company’s reputation, have led to c-suite executives being held
accountable for IT and data security.
Mr Pilgrim calls for “a robust culture of accountability and governance”. To assist companies to
achieve this and to comply with APP 1.2, the OAIC has launched a Privacy Management Framework
(Framework). The Framework has four steps. These are the steps an entity should take to ensure it
practises good privacy governance and meets its ongoing compliance obligations. Which
commitments are implemented at each step, and who takes on these roles, will depend upon the
particular circumstances of the relevant entity, including its size, resources and business model.
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The first step is to embed a culture of privacy that enables compliance. The Framework lists seven
practical examples to show what embedding a culture of privacy might look like. This might involve:


employing staff specifically for the purpose of privacy management. This will be more
applicable to entities of a larger size.



adopting a ‘privacy by design’ approach.1 This involves considering the foundational
principles of privacy by design during every stage of a business project or whenever making a
decision that involves personal information.



introducing reporting processes that ensure senior management are regularly informed about
privacy issues. Again, this commitment will be more fitting for a larger sized entity.

The second step is to establish robust and effective privacy processes. Again, the Framework lists
nine practical examples to show what establishing robust and effective privacy practices, procedures
and systems might look like. This might involve:


developing and maintaining processes for the handling of personal information throughout its
‘lifecycle’ – that is, before collection, once it has been collected, while it is being held and
once it is no longer required.



integrating privacy into induction procedures and regular staff training programs.



undertaking privacy impact assessments for business projects or decisions that involve new or
changed personal information handling practices. This might occur when a new technology or
management system is introduced.

The third step is for entities to evaluate their privacy processes to ensure continued effectiveness.
This might involve:


monitoring and reviewing privacy processes on a regular basis.



documenting an entity’s compliance with its privacy obligations by keeping records on
privacy process reviews, breaches and complaints.



creating avenues for both staff and customers to provide feedback on their experiences with
the entity’s privacy processes, such as a feedback form.

1

https://www.privacybydesign.ca/index.php/about-pbd/7-foundational-principles/
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The last step is for entities to enhance their response to privacy issues. This might involve:


using the results from the Step 3 evaluations to make changes in practices, procedures and
systems to improve the privacy processes.



monitoring and addressing new security risks and threats. An entity could sign up to the Stay
Smart Online Alert Service and follow the processes it suggests for ensuring online security,
such as implementing software updates and patches. This commitment has the added bonus of
being suitable for an entity of any size.

Further practical examples are given in the Framework, which enable compliance and encourage good
practice.

ECJ Safe Harbour Privacy Decision
On 6 October last year, the Court of Justice of the European Union (ECJ) handed down a decision
concerning the transfer of personal information from the EU to the US.
By way of background, the EU Data Protection Directive provided that personal data could only be
transferred to a non-EU country if the third country guaranteed a sufficient level of protection of the
data. However, the US did not have a general data protection law that ensured such a level of
protection of personal data transferred from the EU. Consequently, in 2000 the European Commission
decided that personal data could be transferred to the US on the proviso that entities complied with
specific safe harbour privacy principles. This was known as the US Safe Harbour Decision. This
allowed US entities to self-certify that the implementation of their privacy principles was sufficient
for EU purposes. The process of self-certification was readily adopted by over 4000 US companies,
many of them global corporations such as Google and Amazon. The validity of this decision was
brought into question in Schrems v Facebook. A user of Facebook (also one of the self-certified
companies) argued that, as a result of the disclosures made in 2013 by Edward Snowden, US law and
processes did not offer adequate protection against monitoring by law enforcement agencies of
personal data transferred to the US.
The US Safe Harbour Decision was overturned by the ECJ. The surveillance conducted by US public
authorities, especially the National Security Agency, influenced the ECJ’s decision. Other factors
which influenced the decision included the fact that:


self-certification did not apply to US public authorities.
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domestic US law, as well the country’s national security and public interest, was more
important. Entities were obliged in the face of conflict between the EU and US requirements
to disregard those of the EU.



US public authorities were allowed to access personal data transferred from the EU in a way
that went beyond what was actually necessary and proportionate to safeguard national
security



there were no administrative or judicial means of redress to ensure that those who had their
personal data unfairly accessed could obtain rectification or other remedies.

Replacement System
This decision raised concerns in the business community particularly. Tech firms, for instance, were
worried that new rules might restrict their ability to operate in both the EU and the US. As a result of
such concerns, on 2 February 2016 a broad agreement for protecting personal information was
reached between EU and US officials. The new framework is called the EU-US Privacy Shield. The
agreement requires:


companies handling and processing personal data from the EU to comply with stronger
obligations. If companies fail to comply with privacy safeguards, they may be prohibited from
making use of the data transfer agreement altogether.



subjecting US authorities to strict safeguards and specific restrictions when they are accessing
personal data for law enforcement and national security purposes. The US Office of the
Director of National Intelligence must state in writing that the data of EU citizens will not be
part of mass surveillance.



heightened protection for EU citizens. If they think that their personal data has been misused
or needs to be corrected or deleted, they will be able to challenge the US Department of
Commerce and Federal Trade Commission by lodging a complaint with their local data
protection agency. In addition, alternative dispute resolution processes will be available free
of charge.



a joint review of the terms of the agreement on an annual basis, with particular regard to
national security. It will be undertaken by the European Commission and the US Department
of Commerce with the help of other data protection authorities from both parties.

This agreement has been met with criticism from privacy advocates. Most have stated that a written
guarantee from government officials that the data of EU citizens will not be part of mass surveillance
is a weak safeguard. Others take issue with the fact that the agreement allows US companies to
continue to store personal data on their servers in compliance with US rather than EU law.
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However, the agreement has also been praised for allowing businesses to continue their work with the
addition of a few more checks and balances.

Are there any implications for Australia?
The question remains whether the ECJ decision and the subsequent EU-US Privacy Shield agreement
create any issues for data transfers to and from Australia? Neither creates any new issues, although
they do highlight two issues that continue to pose a problem in Australian privacy law.
Firstly, the Privacy Act makes concessions for small businesses and with regard to employee records,
as mentioned earlier. In this respect, Australian privacy laws may not ensure a sufficient level of
protection of personal data transferred from the EU.
Secondly, although the problems arising from cloud-based data storage operations were previously
discussed, the decision and agreement raise further questions here. For example, an Australian entity
might rely on a US service provider that was self-certified under the Safe Harbour Decision and is not
yet compliant with the EU-US Privacy Shield agreement. An organisation storing patient data files
externally in the US would be an example. Such organisations may be impacted if the service provider
makes use of US and EU servers.
Other than these two issues, the decision and agreement are unlikely to have an impact on the direct
transfer of personal data from the EU to Australia. Transfers of data from Australia to foreign
countries will continue to be regulated by APP 8 as previously mentioned.

Annexure A – Detailed Principles

